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Privacy Impact Assessment:  Full Questionnaire 
Privacy impact assessments must be submitted to the Information and Privacy Commissioner with a covering letter from the Head of the FOIP public body or the CEO of the HIA custodian.
	Project
 Information

	Project Name: 
     

	Date:
     

	Organization
:  
     


	Contact Information:

	Name:  
     

	Title:     
     

	Office:  
     

	Phone: 
     
	Fax:       

	Email:  
     


	A:  Organizational Privacy Management

	PREVIOUS PIA SUBMISSIONS

	A1a
	Has organizational privacy management information for questions A2 through A7 previously been provided with another PIA?  
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     


Note/Elaboration:      
	A1b
	If so,  has any of this information changed since the previous PIA was submitted? If "No", please provide the title and date of the previous PIA and proceed to section B of the questionnaire.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     


Note/Elaboration:      
	PRIVACY POLICIES AND CONTROLS

	A2
	Is there an organizational strategic plan or business plan that addresses privacy protection? If so, please enclose. 
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     


Note/Elaboration:      
	A3
	Does a written privacy charter or policy exist?  If so, please enclose.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     


Note/Elaboration:      
	A4
	Have privacy guidelines been developed for various aspects of the organization's operations? If so, please enclose.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     


Note/Elaboration:      
	A5
	Is the organization subject to statutory provisions regarding privacy and confidentiality, other than those provided by the Freedom of Information and Protection of Privacy Act and the Health Information Act? Please enclose details.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     


Note/Elaboration:      
	A6
	Are organizational policies or procedures in place to ensure that:

· There is a business purpose for all personal information collected

· There is statutory authority for the collection of all personal information

· Individual consent is obtained whenever possible

· Individuals are duly informed of the purpose and authority for collection

· Information about personal information collected is readily available to individuals

· Personal information correction and annotation are available when required

· Physical records are appropriately stored and managed to maintain privacy

Please enclose copies.
	 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

	 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

	 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

	 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

	     
     
     
     
     
     
     


Note/Elaboration:      
	A7
	Are privacy controls in place in the organization? 

· Need-to-know policies and procedures for personal information access

· Physical security and access controls

· IT security and access controls

· Waste management controls for personal information

· Records management & disposition schedules

· Others

Please enclose copies of related documents.
	 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

	 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

	 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

	 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

	     
     
     
     
     
     


Note/Elaboration:      
	PRIVACY STRUCTURE AND ORGANIZATION

	A8
	Is there an appointed privacy director or champion within the organization? If so, please identify the position.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     


Note/Elaboration:      
	A9
	Does a management reporting process exist to ensure that management is informed of any privacy compliance issues?  
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     


Note/Elaboration:      
	A10
	Is senior management actively involved in the development, implementation and/or promotion of privacy measures within the organization?  
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     


Note/Elaboration:      
	A11
	Are employees with access to personal information provided training related to privacy protection?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     


Note/Elaboration:      
	B:  Project Privacy Management

	PROJECT DESCRIPTION

	B1
	Has a summary of the proposed project been prepared, including a description of the needs behind the development of project, and how the proposed project will meet those needs?  If so, please enclose.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     


Note/Elaboration:      
	B2
	Has a listing of all personal information or data elements to be collected, used or disclosed in the project been prepared?  If so, please enclose.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     


Note/Elaboration:      
	B3
	Have diagrams been prepared depicting the flow of personal information for this project?  If so, please enclose.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     


Note/Elaboration:        

	B4
	Have documents been prepared showing which persons, positions, or employee categories will have access to which personal information?  If so, please enclose.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     


Note/Elaboration:      
	AUTHORITY FOR COLLECTION, USE AND DISCLOSURE

	B5
	Has the legal authority for the collection, use and disclosure of all personal information for this project been established? Please enclose relevant documentation.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     


Note/Elaboration:      
	B6
	Does individual consent provide the primary basis for the collection, use and disclosure of personal information for this project?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     


Note/Elaboration:      
	B7
	Have arrangements been made to provide full disclosure of all purposes for which personal information is collected? Please elaborate.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     


Note/Elaboration:      
	B8
	Have the purposes for which the personal information is collected been documented? If so, please enclose.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     


Note/Elaboration:      
	B9
	Is personal Information used exclusively for the identified purposes and for uses that an individual would reasonably consider consistent with those purposes?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     


Note/Elaboration:      
	PRIVACY RISK ASSESSMENT

	B10
	Will personal information collected or used in this project be disclosed to any persons who are not employees of the responsible organization?  
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     


Note/Elaboration:      
	B11
	Will this project involve the collection, use or disclosure of any personal information beyond Alberta's borders?  If so, please provide details.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     


Note/Elaboration:      
	B12
	Have this project's potential risks to privacy been assessed?  If so, please provide documentation.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     


Note/Elaboration:       
	B13
	If potential risks to privacy have been identified, have means to avert or mitigate those risks been incorporated into the project design?  
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     


Note/Elaboration:      
	B14
	Have key stakeholders been provided with an opportunity to comment on the privacy protection implications of the proposed project?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     


Note/Elaboration:      
	B15
	Are project staff trained in the requirements for protecting personal information and aware of the relevant policies regarding breeches of security or confidentiality?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     


Note/Elaboration:      
	B16
	Are personal identifiers used to link or cross-reference multiple databases?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     


Note/Elaboration:      
	PRIVACY CONTROLS AND SECURITY

	B17
	Have security procedures for the collection, transmission, storage, and disposal of personal information, and access to it, been documented? If so, please enclose.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     


Note/Elaboration:      
	B18
	Are privacy controls in place for the project? 

· Need-to-know policies and procedures for personal information access

· Physical security and access controls

· IT security and access controls

· Others

Please enclose related documentation.
	 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

	 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

	 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

	 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

	     
     
     
     


Note/Elaboration:      
	B19
	If personal information will be used in the electronic delivery of services, have technological tools and system design techniques been considered which may enhance both privacy and security (e.g. encryption, technologies of anonymity or pseudo-anonymity, or digital signatures)?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     


Note/Elaboration:      
	AUDIT AND ENFORCEMENT

	B20
	Have arrangements been made for audit, compliance and enforcement mechanisms for the proposed project, including fulfillment of the commitments made in the PIA?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     


Note/Elaboration:      
General Notes:       

























� Throughout this questionnaire, the term 'project' is intended to subsume the words 'scheme', 'program', 'initiative', 'application' and 'system', as well as any other word or term that refers to a defined course of endeavour.


�  Throughout this questionnaire, the term 'organization' is used to refer to a public body under the Freedom of Information and Protection of Privacy Act or a custodian under the Health Information Act. When appropriate, the term may also refer to an affiliate under the Health Information Act.
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